Cyber Risk and Insurance
The reality of the risk

Are you sure you are already
covered for cyber risks?

All businesses can be affected

Traditional insurance policies may be
inadequate to respond to cyber
exposures

Cyber events can impact any company, regardless
of size and industry. Events can be targeted,
employee mistakes can be made, or collateral
damage losses can be experienced from a wider
event.

You don’t have to be the target to be
affected

A cyber policy is specifically designed to address
these gaps. Data is one of the most important
assets (and is also among the most vulnerable), yet
it is generally not covered by standard property
insurance policies.

Responding to legislation

Liability arising from the loss or misuse of sensitive
data is only one potential outcome of a cyber
event. Business interruption, incident response,
and recovery costs make up a significant portion
of claims payments, even without liability claims.

Cyber-attacks can spread through your suppliers
or your outsourced technology providers, leading
to significant impact even when you aren’t the
target.

Australian Privacy regulations have increasingly
higher standards and penalties. Failure to comply
with the 2018 Notifiable Data Breaches scheme
can attract fines of up to $420,000 for individuals
and up to $2.1 million for organisations. A Cyber
insurance policy protects your business against
the expenses and legal costs associated with data
breaches.

Complement to existing IT teams

A Cyber insurance policy complements the
effectiveness of IT security teams – it supplements
their skills and protects your business from the
unknown.

A Cyber insurance policy covers
response and recovery expenses (not
just data compromise)
Your business is protected against:
- Incident response and investigation costs
- Crisis management support via 24-hour incident
reporting hotline
- Legal costs in defense and investigation
-Regulatory fines, penalties and defense costs.
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Cyber Risk and Insurance
Cover Details
A typical Cyber insurance policy is designed to provide protection when there is a
breach of your IT systems resulting in loss of your, or someone else's information, and
offers cover for a range of losses.

First Party

Third Party

Incident Response
Costs to mitigate any cyber incident:
- IT Forensics
- Legal Advice
- Notification
- Fraud Restoration
- Call Centre
- Public Relations

Privacy and Network Security Liability
Defence and damages for claims arising from:
- Duty to maintain confidentiality of personal or
corporate information
- Duty to maintain a secure network for third
parties.

Data and System Recovery
Increased cost of work and other costs to recover
data, repair or restore software, identify and
remove malware and to recover business
operations.

For more information
Should you wish to review your cyber
exposure in more detail, please
contact your EBM Account Manager.

Cyber Extortion
Cover a cyber extortion payment and the cost to
hire a crisis negotiation specialist (triggered by
Cyber Extortion).
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Business Interruption
Covers loss of net profit and continuing operating
expenses (triggered by business interruption
incident).

Media Liability
Defence and damages for claims arising from
improper online media activity.

